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SOLUTION: This video input device for inputting an image and 
converting it digital is provided with a digital signature 
generating part C-C0DEC for generating a digital signature for 
identifying these digital converted video data based on secrecy 
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are defined as the output data of the video input device. Thus, any 
other device excepting for the video input device for forming 
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LEGAL STATUS 

[Date of request for examination] 11.12.1998 

[Date of sending the examiner's decision of 
rejection] 

[Kind of final disposal of application other than the 
examiner's decision of rejection or application 
converted registration] 

[Date of final disposal for application] 

[Patent number] 3260270 

[Date of registration] 14.12.2001 

[Number of appeal against examiner's decision of 
re ject ion] 

[Date of requesting appeal against examiner's 
decision of rejection] 

[Date of extinction of right] 12.03.2003 

Copyright (0 ; 1998,2003 Japan Patent Office 



if 



s,, 









si 


m 

















http://wwwl9.ipdl.jpo.go.jp/PAl/result/detail/main/wAAAlTaqQCDA409200730Pl.htm 



03/09/2004 



(i9)B#iiftffjf (jp> 02) & |ft & $g (a) (nmwamkmv 

#51^9 -200730 

(43)&»H ¥$9^(1997) 7 331 0 



(51) IntCl. 8 

H0 4N 7/167 

G0 9C 1/00 

H0 4L 9/32 

H0 4N 5/91 



640 



7259-5 J 
7259-5 J 
9382-5K 



H0 4N 7/167 

G 0 9 C 1/00 

H0 3M 7/30 

H0 4L 9/00 



640A 
640D 
Z 

6 7 5A 



*se»# ®^js©i»8 ol (£i2K) mm\zu< 



(zimmm 


ftS¥8 -3603 


(7DWKA 


000001007 










(22)aiSB 


¥f£8¥(1996)lfll2B 




m^ffi^EaKTA^ 3 TI30S 2 ^ 
















JfOiClP*fflKm^3TI30#2# 














(74)ftSA 





(54) rn&zm vmx*mm*£xm»Ai3>'ZTj>. 

(57) 

(Hit*. 4MMWf*«>T * ^'^;^*#C^ffl§ 
££j£tl>T a ^U#&£j£&C-C0DEC£i&tJ\ ffM 

r<f S>*W*6i: *«MRA*SKE<oaj*r-^kf 4.1 
ktiO. *SW^r-^Sr»JSt4«flA*»«J^ 



n 







o 






external l/F 















CPU 






f*l 
i 










Imaging 
method 






1 





(2) 



ftiPP9-2 0 07 3 0 



imm ) mmxhtxTA vsiv ■ t-?iz% 
mimxmm^^x. 
mrnxmrnzmmmmx x vismx* 

?mmm®z±m-$>mz^ti z t mmt 

i mm 2 ] ±.m%m% nx. mmmm 
fflv^r 4 itfivm&i^Mmmmh zbmm 
tt immi iznmnya&xjimw.. 
imm 3 ] ±.m^mm . mmx-nmw^ 
x vmw&xmmzmmz n h mmmm 
®<7)'j>-%< t ^-uiz&^x z t mmt 
mm i ttz&2 »MA*gi, 
mm4 ] ±Mmmxnmmz\j} s t&m 

t mm i - 3 vntifr i ^ta«w)«rtftx*i6a. 

mxu yxfACfcut . 
m®&x*isZTMz®%<7)$mft®&£xf±Mmm 
xn isxtj* izmmtimmmmtmrnmn 

*T^x*&i&ztifci><7)frt'ofrz&m-$>*mb Sr^r 

m^hT< vtivm&ftftnm&mith zbzm 
ttmm 5 i,z$ffi?)Wfo\ji ^fA. 

tv/ZT4 s J9A' ■ T-9\znLxEmmmo^WL 
-r s n#ja 5-7 oflwia* 1 em^nA^ yxr 

[00013 



[0002] 

[***?>&«] mmxn LXT4 : J?jw>ma : -? 

-tnnmffliktixvmmtt . jst&iwis^f 
Ant&az Htt im^tih z t j&hrwt*4 . -e 

[0003] £*ite«U B&LZHKT4 i J9)Wmik 

T-tmMztnmmjimmh&wm&xjjz/z 
T^x-mmztitzz b mmtummmb txmx- 

mzui. mkhi^thiix^t^fz. 

[0004] 

[mffM&lXobtmM] 7+u?<7)W&Xl)$i 

wx\i. mtfLZtimmxTi-ziy • t-??#>&£ 

[0005] mta. mas*?)** ■ y 4 iVMztm 
ztix^&wmt. mmmzxmj&^tix^ht: 
#>, ztizm-ix&zAs^mifrozbimmxb 

4. ZixlzttlX. r 4 S J?)V ■ r-^xm^tiX^ 

mmt. obi<?)t>yhm^m&2tix^&t:*>. 
zyvA-fim^x&ZAs^mflffKbti**^. 
ititf^x. f^y^/wMf-^ii, mm^mmb 

[0006] *miliZ<?)£ o KWteffl&ltiMz 

f&ztitihnx'b o . m&ztvtiT4 : J?}vtmT-? 
oiEmztmE-t h z b&x% ixoiz LtiWkXJjm 
m&xvmkxi)i'* ; r&*im-thzb*mbt 
*. 

[0007] 

[lMSrP^-ri.^c^g] *^coB*0A^^Sfc 

(3i>T4T4bnJ£) tf$)$>T4 : J?)V- T-?ZU 

#rfcb$fc, zmm^mmbLxm^tihT 4 

T-?xhh. 
[0008] ^tmnw&xwim*. b&ikt4 ; j 

&thT4 i/fjvm&bzwgLXjiMmnttijiT-fb 



(3) 



^SB 3 F9-2 00730 



[0009] m^mzx *) s hhri v^wm 3 ? 
-fizmt&r a *J9M&&£&th t\b\tx% 

x , % <7)®m'- 9 fimfrizzwtytmAjimwx'Zij&z 

titz i>v>tlb^oz\b £Vffi.?l i b tf*imt,z% 0 , r 

a v turner- ? mmvmfkt vwwmh** 

Lhz\bftX%h. 
[00 10] 

c* i mmmi ^mummx-a. ta wm&n 
Ttvivx^kLx'mm^mw w&xmm?> 

i^xwrnti. fc**u Mtimmx-h*). >m 

ftft. 

toon] jaT-cii, mHz'mmniz^xmm 

[Q012l £BttBg 

*. &MBi9tt, mt>tixztzmmxcDmmm*m 
xtc^i twz^mxff&XAsZtix^^z: t & 
%mtmm&t:ibv>wMmmz$mx'Z. ta 
}vm%*mfthtt%mtzb%Lt>tix^h. 
[ o o 1 3 ] mm , iifiXMtcwLT . ^^<7>Bf-^n 

«^a#«k s *fflv^Tffaa^tiff*D (k s , m> 
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KZitLxmmmzmh. mwm*. tnmxx. 
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Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1 This document has been translated by computer. So the translation may not reflect the original precisely. 
2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated: 



CLAIMS 



[Claim(s)] 

[Claim 1] An image input unit characterized by to have a means generate information which performs a predetermined operation 
based on one [ at least ] information on confidential information of a proper, and digital data by which conversion was carried out 
[ above-mentioned ] to an external device connected to the above-mentioned image input unit at confidential information and the 
above-mentioned image input unit of a proper, and identifies the above-mentioned digital data in an image input unit which inputs an 
image and is changed into digital data. 

[Claim 2] An image input unit according to claim 1 characterized by performing an operation of a digital signature method using a 
public-key-encryption system as the above-mentioned predetermined operation. 

[Claim 3] An image input unit according to claim 1 or 2 characterized by performing the. above-mentioned predetermined operation at 
least in one side inside [ where it connects with the interior of the above-mentioned image input unit, and the above-mentioned image 
input unit ] an external device. 

[Claim 4] An image input unit given in any 1 term of claims 1-3 characterized by having a means to perform compression conversion 
to digital data inputted and changed into the above-mentioned image input unit, and a means to control to perform the above- 
mentioned predetermined operation to data of a result by which compression conversion was carried out [ above-mentioned ]. 
[Claim 5] Image input system which is characterized by providing the foilowing and which inputs an image and is changed into digital 
data It is one [ at least ] information on confidential information of a proper to an external device connected to the above-mentioned 
image input system at confidential information and the above-mentioned image input system of a proper. A means to generate 
information which performs a predetermined operation and identifies the above-mentioned digital data based on digital data by which 
conversion was carried out [ above-mentioned ] A means to verify whether it is that by which surely digital data by which generation 
was carried out [ above-mentioned ] was generated by the above-mentioned image input system using information which identifies the 
above-mentioned digital data 

[Claim 6] Image input system according to claim 5 characterized by performing an operation of a digital signature method using a 
public-key-encryption system as the above-mentioned predetermined operation. 

[Claim 7] Image input system according to claim 5 or 6 characterized by performing the above-mentioned predetermined operation at 
least in one side inside [ where it connects with the interior of the above-mentioned image input system, and the above-mentioned 
image input system ] an external device. 

[Claim 8] Image input system given in any 1 term of claims 5-7 characterized by having a means to perform compression conversion 
to digital data inputted and changed into the above-mentioned image input system, and a means to control to perform the above- 
mentioned predetermined operation to data of a result by which compression conversion was carried out [ above-mentioned ]. 



[Translation done.] 
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(kp, M), and it is the secret decode key kS. If decode actuation performed by using is set to D (kS, M), a public-key-encryption 
algorithm will fulfill the following two conditions first. 

(1) Cryptographic key kp When given, count of the encryption actuation E (kp, M) is easy. Moreover, decode key kS When given, 
count of the decode actuation D (kS, M) is easy. 

(2) A user is the decode key kS. If it does not know, it will be a cryptographic key kp. Even if it knows the computational procedure 
and C=E (kp, M) of the encryption actuation E (kp, M), it is difficult to determine Correspondence M in respect of computational 
complexity. 

[0014] Next, in addition to the conditions of the above (1) and (2), when the following conditions of (3) are satisfied, a secret . 
communication function is realizable. 

(3) The encryption actuation E (kp, M) can be defined to all the correspondence (plaintext) M, and D(kS, E (kp, M)) =M is 
materialized. That is, cryptographic key kp It is the decode key kS that D (kS, E (kp, M)) can be calculated and Correspondence M can 
be obtained although everyone can calculate encryption actuation E (kp, M) since it is opened to the public. He is only him who has. 
[0015] On the other hand, in addition to the conditions of the above (1) and (2), an authentication function is realizable when the 
following conditions of (4) are satisfied. 

(4) The decode actuation D (kS, M) can be defined to all the correspondence (plaintext) M, and E(kp, D (kS, M)) =M is materialized. 
[0016] That is, it is the decode key kS that count of the decode actuation D (kS, M) can be performed. He is only him who has. Even if 
other men turn into him who calculates D (kS ', M) using fake private key kS and has the decode key kS and clear up, it is E (since it 
is kp and D(kS ', M) !=M, an addressee can recognize that the received information is unjust.). Moreover, even if the value of D (kS, 
M) is altered, it is set to E(kp, D(kS, M) ') !=M, and an addressee can check that the received information is unjust. This decode 
actuation D (kS, M) is called the digital signature to Correspondence M. 

[0017] A typicakpublic key cryptosystem is held to below. As a method which can ** performing above-mentioned secret 
communication and an authentication communication link RSA cryptograph (R.) [ L.Rivest, ] [ A.Shamir ] and L.Adleman: "A 
method of obtaining digital sinnatures andjublic key cryptosystems" and Comm.of ACM 1987, R code (M. Rabin: "Digitalized 
signatures and public-key cryptosystems", MIT/LCS/TR^12, and Technic^ Report MIT. 1979), W code (H. C.Williams: M A 
modificationof the RSA public-key encryption procedure^ IEEE Trans.Inf.Theory, IT-26, and 1980), MI code () [ Matsumoto and 
Imai: "the new algorithm of a public-key-encryption system", Shingaku Giho, IT 82-84, ] [ 1982;T.Matsumoto and H.Imai:"A class of 
asymmetriccryptosystems ] There are based on polynomials overfinite rings", IEEE International Symp.on Infomation Theory, 1983, 
etc. 

[0018] moreover, as a method only whose secret communication is possible MH code (R.) [ C.Merkle and ] M. E.Hellman: "Hidding 
infomation and signatures in trapdoor knapsacks", IEEETrans.Inf. Theory, IT-24, and 5 and 1987, GS signal (A.) [ Shamir and 
R.E.Zippel: "On the security of the Merkle-Hellman cryptographic schme", ] [ IEEE Trans.Inf.] Theory, IT-26, and 3 and 1980, CR 
code (B.) [ Chorand R.L.Rivest:"A ] knapsack type public key cryptosystems based on arithmetric in finit field" and Proc.Crypto84, M 
code (R.) [ J.McEliece:"A ] public-key cryptosystem based on algebraic cording theory"DSN Progress Rwp., Jet Propulsion Lab., 
1 978, E code (T. E.ElGamal: "A Public key cryptosystem and a signature scheme based on discretre logarithm", Proc.Crypto 84, and 
1984), There is a T code (12 on the other hand Shigeo Tsujii, formula", Shingaku Giho, IT85- using "matrix decomposition 1985) etc. 
[ Public key encryption ] 

[0019] furthermore, as a method which can perform only an authentication communication link S code (A.) [ Shamir:"A fast ] 
signature scheme", Report MIT/LCS/TM -107, MIT laboratory for computer science, Cambridge, Mass., and 1978, L code 0 
[ KLieberherr: ,, Uniform ] complexity and digital signature", Lecture Notes in Computer Science 115 Automata, Language and 
programming, Eighth ColloquiumAcre, Israel, and 1981, A GMY code (S. Goldwasser, S.Micali and A.Yao: "Strong signature 
schemes", ACM Symp.on Theory of Computing, 1983), GMR code (S. S.Micaliand R.L.Rivest: [ Goldwasser and ] "A "paradoxical" 
solution to the signature problem") [ ACM Symp.] on Foundation of Computer Science and 1984, OSS code (H.) [ Ong, ] 
[ C.P.Schnorr ] and A.Shamir.: "An efficient signature scheme based on quadratic equation", ACMSymo.on Theory of Computing 
1984, and OS code (Okamoto -) Shiroi, the digital signature method by :" polynomial operation, ****** (D), J68-D, 5, and 
1985;T.Okamoto There are and A.Shiraisi: "A fast signature scheme based on quadratic inequaliteis", IEEE Symp.on Theory of 
Computing, 1984, etc. 

[0020] The image input unit of this operation gestalt which applied the digital signature using the configuration, next the above public 
key encryption of an image input unit is explained using drawing 1 . Each block of the rectangular head shown in drawing 1 is the 
component of a functional order, and the line which connects them expresses a control bus and a data bus. imaging method is the 
image pick-up section, it photos the target photographic subject, changes it into an electrical signal, performs suitable signal 
processing, A/D-conversion processing, an image processing, information source coding processing, etc., and outputs digital data. 
[0021] CPU is a central processing unit and performs predetermined count and control according to the control software memorized 
by memory for control program. Above-mentioned memory for control program is the memory section, and memorizes the above- 
mentioned control software fair, work memory It is the memory section and is used for a working-level month for CPU to calculate, 
operation switch is a control unit and is for the user who uses equipment to input various directions. 

[0022] motor It is a device right hand side and the mechanical device of operation which is not illustrated according to control of CPU 
is controlled, memory for recorded data is the memory section, and records the image data which this equipment outputs, or its part, 
external I/F is the interface section with external devices, such as a computer or removable memory, and communicates image data, 
the control software, etc. between the above-mentioned external devices. C-CODEC It is the digital signature generation section and 
the digital signature to the inputted digital data is generated. 

[0023] In such a configuration, the basic actuation in an image input is as follows. That is, when photoing a certain object and 
performing an image input, an operator inputs the directions from a control unit operation switch. CPU follows the photography 
directions and the control software memorized by memory section memory for control program, and is the image pick-up section 
imaging method and the device right hand side motor. It is digital signature generation section C-CODEC about the digital data of the 
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image which controlled, photoed the object and was formed of the photography. It inputs. Digital signature generation section C- 
CODEC The digital signature corresponding to the inputted digital data is generated. 

[0024] And the digital signature corresponding to the image data and it which were formed by doing in this way is recorded on 
memory section memory for recorded data according to the directions from an operator, or is sent to an external device through 
interface external I/F with an external device, or the both are performed. In addition, once the digital data photoed and formed was 
recorded on memory section memory for recorded data, it is digital signature generation section G-CODEC. It may be inputted. 
[0025] Next, the digital signature using public key encryption is applied to the above image input units, and the case where it has a 
private key as confidential information of a proper in equipment is explained. 

[0026] It is [ private key / (decode key) / of the image input unit by this operation gestalt / algorithm / skcam and / digital signature 
generation ] Ecam about pkcam and a digital signature verification algorithm in Dcam and a public key (cryptographic key). It carries 
out. Private key skcam Digital signature generation algorithm Dcam Digital signature generation section C-CODEC It memorizes 
inside. Moreover, public key pkcam Digital signature verification algorithm Ecam It is known by the entity (it is called a verification 
person) which checks the justification of data at least. 

[0027] In the above image input units, a concrete procedure in case a digital signature is generated is as follows. 

[0028] The digital image data I formed with the image input unit of a digital signature generation book operation gestalt is digital 

signature generation section C-CODEC. It is inputted. Digital signature generation section C-CODEC Private key skcam memorized 

to the interior Digital signature generation algorithm Dcam Dcam (skcam, I) is calculated by using and it outputs as a digital signature. 

And the image data I and digital signature Dcam (skcam, I) which are obtained by doing in this way are recorded on memory section 

memory for recorded data, it is sent to an external device through interface external I/F with an external device, or the both are 

performed. 

[0029] Moreover, a concrete procedure which verifies whether image data and the digital signature corresponding to it are the images 

which surely were inputted by the above-mentioned image input unit is as follows. In addition, the whole system also including the 

procedure of the verification which is described below in addition to an image input unit is called image input system. 

[0030] The verification person who thought digital signature^^ I) to be digital signature verification image data V is a 

public key pkcam." Digital signature verification algorithm Ecam It uses and isT=Ecam (pkcam and D'cam (skcam, I)). 

It checks whether it is ********** 

[0031] Here, when a top type is materialized, received image data V is the image data I photoed with the above-mentioned image input 
unit. On the other hand, when a top type is not materialized, received image data V is the image which is not the image data I photoed 
with the above-mentioned image input unit. That is, it can be judged that it is not image data which the value of D'cam (skcam, I) is 
the case of ********, was photoed [ from which the value of Dcam (skcam, I) differs, or both image data V and digital signature 
D'cam (skcam, I) differ ] with the above-mentioned equipment, and was formed. 

[0032] [2nd operation gestalt] This operation gestalt explains the case where it has the private key of public key encryption as 
confidential information of a proper in the external device connected to an image input unit, using public key encryption as a digital 
signature algorithm, using drawing 1 . 

[0033] It is Dman about skman and a digital signature generation algorithm in the private key stored in the pocket equipment (not 
shown) as an external device described below in this operation gestalt. It is Eman about pkman and a digital signature verification 
algorithm in the public key which corresponds by carrying out. It carries out. Moreover, the above-mentioned pocket equipment is an 
information processor of a pocket mold, and is connected to an image input unit through interface external I/F with an external device 
in the case of photography. The entity (it is called a verification person) which checks the justification of image data is the digital 
signature verification algorithm Eman. Public key pkman It knows. 

[0034] The basic actuation in an image input is as follows. That is, when photoing a certain object and performing an image input, the 
above-mentioned pocket equipment is connected to interface external I/F with the external device in an image input unit, and a 
photography person is a control unit operation. Directions of photography are inputted from switch, CPU follows the control software 
remembered to be the photography directions by memory section memory for control program, and is the image pick-up section 
imaging method and the device right hand side motor. It is the digital data of the image which controls, photos an object and is 
acquired by that cause Digital signature generation section C-CODEC It inputs. 

[0035] CPU and pocket equipment communicate through interface external I/F with an external device. Thereby, it is digital signature 
generation section C-CODEC. Private key skman memorized by pocket equipment Digital signature generation algorithm Dman It 
obtains and asks for the digital signature to the image data formed by above-mentioned carrying out photography using such 
information. 

[0036] Thus, the digital signature corresponding to the image data and it which were formed is recorded on memory section memory 

for recorded data according to the directions from an operator, or is sent to an external device through interface external I/F with an 

external device, or the both are performed. In addition, once the digital data photoed and formed was recorded on memory section 

memory for recorded data, it is digital signature generation section C-CODEC. It may be inputted. 

[0037] In the above image input units, a concrete procedure in case a digital signature is generated is as follows. 

[0038] The digital signature generation CPU minds interface external I/F with an external device, and is a private key skman from 

pocket equipment. Digital signature generation algorithm Dman The memory section work memory in an image input unit It 

downloads to CPU. Next, Dman (skman, I) is calculated using the digital image data I formed within the image input unit, and it is 

outputted as a digital signature. And the image data I and digital signature Dmam (skmam, I) which are obtained by doing in this way 

are recorded on memory section memory for recorded data, it is sent to an external device through interface external I/F with an 

external device, or the both are performed. 

[0039] Moreover, a concrete procedure which verifies whether it is the image as which image data and the digital signature 
corresponding to it were inputted when surely above pocket equipment was connected is as follows. 

[0040] The verification person who received digital signature verification record data (it considers as image data I' and digital 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[The technical field to which invention belongs] This invention relates to an image input unit and image input system. 
[0002] 

[Description of the Prior Art] As for the image input unit which inputs an image and forms digital image data, or image input system, 
it is common that highly-minute-izing of image data and high-definition-izing, and low cost-ization of equipment or a system are 
pursued. Therefore, research and development in the technology for coding with the sufficient input device of high resolution and 
effectiveness and a miniaturization etc. is done extensively. 

[0003] On the other hand, incorporating the technology of guaranteeing surely the formed digital image data having been formed by 

the image input unit or image input system, as a function was seldom considered conventionally. 

[0004] 

[Problem(s) to be Solved by the Invention] Since the image formed in the image input unit of an analog is analog data, in order to 
perform an alteration or forgery of the image data, special knowledge, capacity, etc. were required and it was rare for an alteration and 
forgery to be successful as a result. On the other hand, in the case of digital image data, since alteration and forgery may have been 
performed comparatively easily, there was a problem that the credibility of image data was low. 

[0005] For example, since the image memorized by the negative film of a film photo is constituted by the silver salt molecule, it is 
difficult the image to detect this and to perform alteration and forgery. On the other hand, since the image currently expressed with the 
digital data consists of bit strings of 0 and 1, an alteration and forgery are easy to be performed using a computer. Therefore, the 
certification capacity as a factual proof can say digital image data that credibility is low small, and it has a possibility that a use may 
be limited. 

[0006] It aims at offering the image input unit and image input system which accomplish this invention in order to solve such a 

problem, and enabled it to attest the justification of the formed digital image data. 

[0007] 

[Means for Solving the Problem] An image input unit and a system of this invention apply a digital signature which is the technology 
for guaranteeing the justification of digital data. According to a guide to code theoretical of Eiji Okamoto work (Kyoritsu shuppan 
Co., Ltd.), a digital signature "shows that surely an implementer of a message or information created them." That is, when digital data 
with a user and a subject (it is called an entity) who performs a communication link or computation of a computer etc; is accepted, it is 
the digital data used as a proof which shows the fact. 

[0008] An image input unit of this invention asks for a digital signature which can generate only an image input unit from formed 
digital image data, and uses the image data itself and a digital signature corresponding to it as output data of an image input unit. And 
in image input system of this invention, an entity which received the above-mentioned output data checks whether correspondence 
relation between image data and a digital signature is realized correctly, and data with which relation corresponding to the right is not 
accepted presupposes that it is not just. 

[0009] When anythings other than an image input unit which forms a certain digital image data can generate a digital signature 
corresponding to the image data with an above-mentioned means and an alteration and forgery are made to output data, it becomes 
possible to detect it. Therefore, it becomes possible to guarantee that surely the image data was generated by the image input unit, and 
certification capacity as a factual proof can be given to digital image data. 
[0010] 

[Embodiment of the Invention] 

[1st operation gestalt] This operation gestalt explains the case where it has public key encryption as confidential information of a 
proper inside an image input unit, using public key encryption as an algorithm of a digital signature. However, this is one example and 
what has a means to generate the information which identifies former information based on former information and confidential 
information instead of the digital signature algorithm using public key encryption is altogether contained in this operation gestalt. 
[001 1] Below, public key encryption is explained first. Next, about the configuration of an image input unit, it explains and a concrete 
procedure in case the image input unit of this operation gestalt which applied the digital signature using public key encryption 
generates a digital signature is described. Finally, a concrete procedure when verifying the digital signature is explained as a part of 
function of image input system. 

[0012] While a cryptographic key and a decode key exhibit a cryptographic key unlike public-key-encryption public key encryption, it 
is the cipher system which holds a decode key secretly. Public key encryption can realize an authentication function for an addressee 
to check that the transmitting person of the sent correspondence not being a charlatan and its correspondence are not altered, and is 
considered to be the leading technology of realizing a digital signature. 

[0013] For example, it is the open cryptographic key kp to Correspondence M. Encryption actuation performed by using is set to E 
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signature D'man (skman, I)) is the digital signature verification algorithm Eman. Public key pkman It uses and is I-Eman (pkman and 

D'man (skman, I)). 

It checks whether it is **********. 

[004 1 ] Here, when a top type is materialized, image T of record data is the image I photoed when the above-mentioned pocket 
equipment was connected. On the other hand, when a top type is not materialized, image P of record data is the image which is not the 
image I photoed when the above-mentioned pocket equipment was connected. That is, it can be judged that the value of D'man 
(skman, I) is not image data with which the value of Dman (skman, I) was photoed when it was the case of ******** from which it 
differs or both image data P and digital signature D'man (skman, I) differ and the above-mentioned pocket equipment was connected. 
[0042] Therefore, in such image input system, if pocket equipment supports accuracy with the photography person at one to one, the 
system which guarantees that it is the image which the photography person photoed is realizable. 

[0043] [3rd operation gestalt] With this operation gestalt, while having the private key of public key encryption as confidential 
information of a proper in the external device connected to an image input unit, using public key encryption as a digital signature 
algorithm, the pocket equipment has arithmetic proficiency and the case where the necessary procedure is taken for digital signature 
generation as follows is explained using drawin g 1 . • 

[0044] The digital signature generation CPU sends the digital image data I formed within the image input unit to pocket equipment 
through interface external I/F with an external device. Pocket equipment is the private key skman memorized to the interior. Digital 
signature Dman (skman, I) is calculated from the sent image data I using the digital signature generation algorithm Dman, and it is 
sent to an image input unit through interface external I/F with an external device. 

[0045] And the image data I and digital signature Dman (skman, I) which were obtained by doing in this way are recorded on memory 
section memory for recorded data, it is sent to an external device through interface external I/F with an external device, or the both are 
performed. 

[0046] Since it is the same as the operation gestalt of the digital signature verification 2nd, explanation is omitted. 

[0047] [4th operation gestalt] This operation gestalt explains the case where both an image input unit and the pocket equipment which 

is the external device have the private key of public key encryption as confidential information of a proper, respectively, using 

drawing 1 , using public key encryption as a digital signature algorithm. In addition, processing of this operation gestalt is the same as 

the 1st operation gestalt and the 2nd operation gestalt except for the following digital signature generation and processing of 

verification. 

[0048] The digital signature generation GPU minds interface external I/F with an external device, and is a private key skman from 
pocket equipment. Digital signature generation algorithm Dman The memory section work memory in an image input unit It 
downloads to CPU. Next, Dman (skman, I) is calculated from the digital image data I formed within the above-mentioned image input 
unit, and it is the count result Digital signature generation section C-CODEC It inputs. 

[0049] Digital signature generation section C-CODEC To the inputted data Dman (skman, I), count of Dcam (skcam and Dman 
(skman, I)) is performed, and the count result is outputted as a digital signature. Thus, the image data I and digital signature Dcam 
(skcam and Dman (skman, I)) which were formed are recorded on memory section memory for recorded data, or are sent to an 
external device through interface external I/F with an external device, or the both are performed. 

[0050] Moreover, a concrete procedure whose image data and digital signature corresponding to it verify whether it is the image 
inputted with the above-mentioned image input unit when surely the above-mentioned pocket equipment is connected is as follows. 
[0051] The verification person who received digital signature verification record data (it considers as image data P and digital 
signature D'cam (skcam and Dman (skman, I))) It is the digital signature verification algorithm Ecam of a proper to an image input 
unit. A public key pkcam And it is the digital signature verification algorithm Eman of a proper to pocket equipment. Public key 
pkman It uses and is I -Eman (pkman and Ecam (pkcam and D'cam (skcam, Dman (skman, I)))). 
It checks whether it is **********. 

[0052] Here, when a top type is materialized, image P of record data is the image photoed when the above-mentioned pocket 
equipment was connected with the above-mentioned image input unit, but when a top type is not materialized, it can be judged that it 
is a different image. 

[0053] In addition, with the above-mentioned operation gestalt, although the sequence of digital signature generation was the order of 
an image input unit next with pocket equipment first, it is also possible to make it reverse and the sequence of verification also 
becomes reverse in that case. Moreover, it is also possible to generate and verify without relation the data with which both an image 
input unit and pocket equipment signed in the sequence. Furthermore, digital signature generation algorithm Dman of pocket 
equipment It memorizes inside the image input unit and is a private key skman. It is also memorizable to pocket equipment. 
[0054] [5th operation gestalt] Next, the case where a digital signature is generated to the data which compressed it instead of the 
image data to record using compression technology is explained. Here, suppose that compression conversion is expressed with c. The 
entity (it is called a verification person) which checks the justification of image data knows this compression conversion c. others -- 
above-mentioned the 1- it is the same.as that of the 4th operation gestalt. 

[0055] The digital signature generation CPU performs count of c (I) to the digital image data I formed in the image pick-up section 
imaging method in an image input unit, and uses compressed data a (I) obtained by that cause instead of the image data I. other 
processings - above-mentioned the 1- it is the same as that of the 4th operation gestalt. For example, if it is based in the case of the 1st 
operation gestalt and explains, the image data I and digital signature Dcam (skcam, c (I)) will be recorded on memory section memory 
for recorded data, it will be sent to an external device through interface external I/F with an external device, or the both will be 
performed. 

[0056] Digital signature verification record data (the verification person who received image data P and digital signature D'cam 
(referred to as skcam and c (I)) uses the digital signature verification algorithm Ecam and a public key pkcam, and is c(I') =Ecam 
(pkcam and D'cam (skcam, c (I)))) 

It checks whether it is **********. In addition, if the verification person knows the inverse transformation c-1 of compression 
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conversion, it is I -c-1 (Ecam (pkcam and D'cam (skcam, c (I)))). 
** may be checked for whether it is **********. 

[0057] Here, when a top type is materialized, image T of record data is the image photoed with the above-mentioned image input unit. 
On the other hand, when a top type is not materialized, image I' of record data is the image which is not the image I photoed with the 
above-mentioned image input unit. That is, the value of D'cam (skcam, c (I)) is Dcam (the values of skcam and c (I) differ, or it is the 
case of ******** from which both image data I' and digital signature D'cam (skcam, c (I)) differ, and it can be judged that it is not 
image data photoed and formed with the above-mentioned image input unit.). 

[0058] [6th operation gestalt] With this operation gestalt, a digital camera is taken up as an example of an image input unit, and the 
case where both a digital camera and pocket equipment have the private key of public key encryption as confidential information of a 
proper, respectively is explained using: drawing 2 , using public key encryption as a digital signature algorithm. 
[0059] Each block of the rectangular head shown in the block diagram 2 of a digital camera is the component of a functional order, 
and the line which connects them expresses a control bus and a data bus. IMG is the image pick-up section, photos the target 
photographic subject and changes it into an electrical signal. PRC is the image-processing section, performs suitable signal processing, 
A/D-con vers ion processing, an image processing, information source coding processing, etc. to the electric video signal formed in the 
above-mentioned image pick-up section IMG, and forms the digital data used as the output from a digital camera. 
[0060] CPU is a central processing unit, performs predetermined count according to the control software memorized by ROM, using 
DRAM as a calculating field, and controls the whole camera through a bus. Above ROM is the memory section only for readouts, and 
memorizes the control software required for control of a camera of a control program, a compression conversion, an indicative data, 
etc., etc. Above DRAM is the memory section which can be written and is used for a working-level month for CPU to calculate. 
[0061] STRG is the memory section and records the photoed image data, voice data, or its part. CODEC is the digital signature 
generation section, has memorized the private key and the signature generation algorithm, and generates the digital signature to 
inputted digital one and image data using these. 

[0062] It is an interface based on [ based on an interface with an external device in I/F ] PCMCIA specification with an external 
device in PCMCIA, and the image input unit of this operation gestalt communicates image data, the control software, condition data, 
etc. with external devices, such as a computer and memory, through these interfaces. Media Interface Connector is the voice input 
section, collects voice and changes it into an electrical signal. : A display and LED are lamps, a control unit and LCD output and input 
information which a user needs using these, and OP-SW. operates a camera. 

[0063] In such a configuration, the basic actuation in an image input is as follows That is, when photoing a certain object and 
performing an image input, pocket equipment is connected to interface I/F with the external device in a camera, and a photography 
person inputs directions of photography from control unit OP-SW. 

[0064] CPU and pocket equipment communicate through interface I/F with an external device, and ask for the digital signature to the 
image photoed and formed and the data which compressed the audio digital data using the private key memorized by pocket 
equipment, a digital signature generation algorithm, and the private key and digital signature generation algorithm which are 
memorized in the camera. 

[0065] The image data which carried out [ above-mentioned ] photography, and the recorded voice data are recorded on the memory 
section STRG according to the directions from an operator, or is sent to an external device through an interface with an external 
device, or the both are performed. In addition, a digital Signature may be generated once the digital data recorded [ was photoed and ] 
and formed is recorded on the memory section STRG. 

[0066] Here, it is [ algorithm / in the digital camera of this operation gestalt / digital signature generation / private key / Dean and ] 
pkcam about Ecam and a public key in skcam and a digital signature verification algorithm. It carries out. The above-mentioned 
digital signature generation algorithm Dcam Private key skcam It memorizes inside the digital signature generation section CODEC. 
Moreover, the compression conversion algorithm h is memorized by ROM. 

[0067] Moreover, it is Dman about skman and a digital signature generation algorithm in the private key stored in pocket equipment. 
It is Em an about pkman arid a digital signature verification algorithm in the public key which corresponds by carrying out. It carries 
out. It is the digital signature verification algorithm Ecam of a proper to the above-mentioned digital camera. The algorithm Eman of 
digital signature verification of a proper to a public key pkcam and the above-mentioned pocket equipment, and a public key pkman 
and the compression conversion algorithm hare known by the entity (it is called a verification person) which checks the justification 
of data at least. 

[0068] In the above digital cameras, a concrete procedure in case a digital signature is generated is as follows. 
[0069] The digital signature generation CPU generates Data Dcam (skcam, h (I)) from the digital image formed with the digital 
camera, and voice data I, and sends it to pocket equipment through interface I/F with an external device. Pocket equipment is a private 
key skman. A digital signature generation algorithm and Dman It uses, count of Dman (skman and Dean (skcam, h (I))) is performed 
using the sent data Dcam (skcam, h (I)), and the count result is sent to a camera through interface external I/F with an external device. 
[0070] And the digital data I and digital signature Dman (skman and Dcam (skcam, h (I))) which were formed by doing in this way 
are recorded on the memory section STRG, it is sent to an external device through the interface PCMCIA with an external device, or 
the both are performed. 

[0071] Moreover, a concrete procedure whose digital signature corresponding to the data and it which were photoed verifies whether it 
is data photoed with the above-mentioned camera when surely the above-mentioned pocket equipment is connected is as follows. 
[0072] Digital signature verification record data (the verification person who received digital data I' and digital signature D'man 
(referred to as skman and Dcam (skcam, h (I)))) It is the digital signature verification algorithm Eman of a proper to pocket 
equipment. A public key pkman The digital signature verification algorithm Ecam of a proper, and a public key pkcam and the 
compression conversion algorithm h are used for a camera, and it is h(F) =Ecam (pkcam and Eman (pkman and D'man (skman and 
Dean (skcam, h ())))). [ I] ) - 
It checks whether it is **********. 
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[0073] Here, when a top type is materialized, record data Y is data photoed with the above-mentioned camera, when the above- 
mentioned pocket equipment is connected. On the other hand, when a top type is not materialized, record data Y is data which is not 
the data I photoed with the above-mentioned camera, when the above-mentioned pocket equipment is connected. That is, it can be 
judged that the value of D'man (skman, I) is not data by which the value of Oman (skman, I) was photoed with the above-mentioned 
camera when it was the case of ******** from which it differs or both digital data I' and digital signature D'man (skman, I) differ and 
the above-mentioned pocket equipment was connected. 

[0074] [other operation gestalten] - the 1- explained above - all the image input units and image input system which are obtained in 
the combination of the 6th operation gestalt are contained in the object of this invention. The conceptual diagram of the image input 
system which also includes the procedure of verification in addition to an image input unit is shown in drawing 3 . 
[0075] drawin gl - setting - image input device - the 1- the image input unit of the 6th operation gestalt, and portable device is 
pocket equipment and these are connected through external I/F. Moreover, check device is the equipment for performing digital 
signature verification processing, and portble device2. portable device It is the same pocket equipment and connects through I/F. 
[0076] For example, verification equipment: check device is the digital signature verification algorithm Ecam of a proper to an image 
input unit. It is the digital signature verification algorithm Eman of a proper to a public key pkcam and pocket equipment. Public key 
pkman The read personal computer or the above-mentioned digital signature verification algorithm Ecam A public key pkcam and the 
above-mentioned digital signature verification algorithm Eman Public key pkman It is the bar SONARU computer which connected 
the stored pocket equipment portable device2. 

[0077] Image It is the object of photography and an image input unit is the candidate Image for photography. The digital image data 
photoed and formed is I. In addition, pocket equipment- portable device equivalent to the above-mentioned pocket equipment portable 
device2 The image input unit image input device connected through external I/F is able to turn into verification equipment check 
device. 

[0078] The image data I is digital signature (if [ required ] and since it be compressed and curves) generation section C-CODEC. It 
reaches, interface external I/F with an external device is minded, and it is pocket equipment portabledevice. It is inputted at least into 
one side, or is digital signature generation section C-CODEC. It is outputted and inputted between interface external I/F, or the both 
are performed. 

[0079] O The mark of + enclosed with the mark shows the processing which compounds an input, and is digital signature generation 
section C-CODEC. And pocket equipment portable device The final output from at least one side and the image data I are 
compounded and outputted. The example of the output form at this time is shown in drawing 4 . Drawing 4 is in the condition which 
the digital signature to the image data I and its image data I is connected, and is made into the bundle. 

[0080] In addition, with the above operation gestalt, the digital signature to the image data I and its image data I was outputted. On the 
other hand, what is necessary is to record only a digital signature, to send to an external device, or just to perform the both, if the 
image data I is not compressed when using the algorithm: which can restore the information on original from a digital signature like 
RSA cryptograph. The example in this case is shown in drawing 5 . Moreover, the example of the output form at this time is shown in 
drawing 6 . 

[0081 ] In addition, the object of this invention is not restricted to the digital camera stated with the 6th operation gestalt. For example, 
this invention can be applied to image input units, such as a scanner, a copying machine, facsimile, a filing system, and OCR 
equi pment and all image input system including the verification means corresponding to them is contained in the object of this 
invention, moreover, information also with the target data common [ not only an image but voice, alphabetic information, etc. 1 - 
a pplication ****** ~ things cannot be overemphasized. 
[0082] 

[ Effect of the Invention] As explained above, when according to this invention what is not an operator holdin g the external device 
con nected to a n ima ge input unit or it cannot g enerate the digital signature correspondin g to imag e data and an alteration and for gery 
are made to output data, it becomes possible to constitute and employ the whole system so that they may be detected usin g the public 
key of th e above-mentioned eq ui pment or the above-mentioned photo graphy person. 

[Q083] Therefore, it becomes possible to g uarantee that it is data with which the imag e d ata was photoed b y the o perator who wa s 
being g enerated or holds the external device with the ima ge in put unit to be sure, the certification ca pacit y as a factual proof can be 
given to digital image data, and it can prevent now un-arranging [ to which a use will be limited ]. 
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DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] . 

[Drawing 1] It is the block diagram showing the configuration of the image inputimit which is 1 operation gestalt of this invention. 
[Drawing 2] It is the block diagram showing the configuration of the digital camera which is an example of the image input unit by 
this operation gestalt. 

[Drawing 3] It is the block diagram showing the example of a configuration of the image input system by this operation gestalt. 
[Drawing 41 It is drawing showing the example of data in case an output form is composition with image data and a digital signature. 
[Drawing 5] It is the block diagram showing the example of a configuration of the image input system in the case of outputting only a 
digital signature. 

[Drawin g 6] An output form is drawing showing the example of the data only in the case of a digital signature. 

[Description of Notations] 

imaging method Image pick-up section 

memory for control program The memory section for control-software storage 
work memory The memory section of the working-level month of GPU 
operation switch Control unit 
motor Device right hand side 

memory for recorded data The memory section of image data 

external I/F Interface with an external device 

C-CODEC Digital signature generation section 

IMG Image pick-up section 

PRC Image-processing section 

CPU Central processing unit 

ROM The memory section only for readouts 

DRAM The memory section which can be written / 

STRG The memory section which records image data and voice data 

CODEC Digital signature generation section 

I/F Interface with an external device 

PCMCIA Interface based on PCMCIA specification with an external device 
Media Interface Connector Voice input section 
OP-SW Control unit 
LCD Display 
LED Lamp 
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